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HANDLE OpenProcess(

DWORD dwDesiredAccess,
BOOL blInheritHandle,
DWORD dwProcessld
);
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PROCESS ALL ACCESS
PROCESS_CREATE PROCESS.
PROCESS CREATE_THREAD
PROCESS_DUP HANDLE
PROCESS_QUERY INFORMATION
PROCESS_SET INFORMATION



PROCESS TERMINATE
PROCESS_VM_OPERATION
PROCESS VM READ
PROCESS_VM_WRITE
SYNCHRONIZE
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HINSTANCE LoadLibrary(

LPCTSTR IpLibFileName
);

O 53 8 Al y adala )y (a8 Bl ) ki 3 5e dll oo : IpLibFileName
250 (e a3 ) 5a g Sle 4 Jain S ila Be g i () 4S (5l

LPVOID Virtual AllocEx(

HANDLE hProcess,
LPVOID IpAddress,
DWORD dwSize,
DWORD flAllocationType,
DWORD f{lProtect

);
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MEM_TOP DOWN
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PAGE READONLY

PAGE READWRITE

PAGE EXECUTE

PAGE_EXECUTE READ

PAGE EXECUTE READWRITE

PAGE_GUARD

PAGE_NOACCESS

PAGE NOCACHE
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BOOL WriteProcessMemory(

HANDLE hProcess,

LPVOID IpBaseAddress,

LPVOID IpBuffer,

DWORD nSize,

LPDWORD IpNumberOfBytesWritten

);
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HANDLE CreateRemoteThread(

HANDLE hProcess,

LPSECURITY ATTRIBUTES IpThreadAttributes,
DWORD dwStackSize,
LPTHREAD START ROUTINE IpStartAddress,
LPVOID IpParameter,

DWORD dwCreationFlags,



LPDWORD IpThreadld

);
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library CommandDII;
uses

Windows,
SysUtils,



Classes;
{$R * RES}

procedure EntryPointProc(reason: integer);
var
str: pChar;
begin
case reason of
DLL PROCESS ATTACH:
begin
str ;= GetCommandLine;
MessageBox(0, 'This is a DynamicDllInjection Sample', 'Lord Viper',
0);
MessageBox (0, 'WwW .xexample.CoM', 'Lord Viper', 0);
MessageBox(0, str, 'Lord Viper', 0);
end;
DLL PROCESS DETACH:
begin
end;
DLL THREAD ATTACH:
begin
end;
DLL THREAD DETACH:
begin
end;
end;
end;

begin
DLLProc := @EntryPointProc;
EntryPointProc(DLL PROCESS ATTACH);

end.
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function PidProcesso(NomeProcesso: string): LongWord;
var
pe: TProcessEntry32;
hSnap: THandle;
begin
hSnap := CreateToolhelp32Snapshot(TH32CS SNAPPROCESS, 0);

pe.dwSize := sizeof(TProcessEntry32);

//Prelevo informazioni sul primo processo nello snapshot di sistema
Process32First(hSnap, pe);
repeat //loop sui processi
Result := pe.th32ProcessID;
if (pe.szExeFile = NomeProcesso) then
begin
break;
end;
until (not (Process32Next(hSnap, pe)) ) ;

CloseHandle(hSnap);

end;
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procedure ModificaPrivilegio(szPrivilege: pChar; fEnable: Boolean);
var

NewState: TTokenPrivileges;

luid: TLargelnteger;

hToken: THandle;

ReturnLength: DWord;

begin
OpenProcessToken(
GetCurrentProcess(),
TOKEN_ ADJUST PRIVILEGES,
hToken);



LookupPrivilegeValue(nil, szPrivilege, luid);
NewsState.PrivilegeCount := 1;
NewsState.Privileges[0].Luid := luid;
if fEnable then

NewsState.Privileges[0].Attributes := SE_ PRIVILEGE ENABLED
else

NewsState.Privileges[0].Attributes := 0;
AdjustTokenPrivileges(hToken, FALSE, NewState,

sizeof(NewState), nil, ReturnLength);

CloseHandle(hToken);

end;
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procedure InjectDII(PID: dword; DLL: pChar);
var
BytesWritten, Process, Thread, Threadld: dword;
Paramaters: pointer;
begin

ModificaPrivilegio('SeDebugPrivilege', TRUE);

Process := OpenProcess(PROCESS CREATE THREAD +
PROCESS QUERY INFORMATION +
PROCESS VM OPERATION +
PROCESS VM_WRITE +
PROCESS VM READ, False, PID);

Paramaters := Virtual AllocEx(Process, nil, Length(DLL),
MEM_COMMIT, PAGE READWRITE);

WriteProcessMemory(Process, Paramaters, Pointer(DLL),
Length(DLL), BytesWritten);

Thread := CreateRemoteThread(Process, nil, 0,
GetProcAddress(GetModuleHandle('(KERNEL32.DLL"), 'LoadLibraryA'"),
Paramaters, 0, Threadld);



WaitForSingleObject(Thread, INFINITE);
VirtualFreeEx(Process, Paramaters, 0, MEM RELEASE);

CloseHandle(Thread);
CloseHandle(Process);

end;
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HMODULE GetModuleHandle(

LPCTSTR IpModuleName
);
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procedure injectcode();
begin
MessageBox(0, 'This is a DynamicCodelnjection Sample',
'Lord Viper', 0);
MessageBox(0, ' WwW.xexample.CoM', 'Lord Viper', 0);
end;
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procedure Inject(ProcessHandle: longword; EntryPoint: pointer);

var

Module, NewModule: Pointer;
Size, BytesWritten, TID: longword;

begin

Module := Pointer(GetModuleHandle(nil));

Size := PImageOptionalHeader(Pointer(integer(Module) +
PImageDosHeader(Module). Ifanew + SizeOf(dword) +
SizeOf(TImageFileHeader))).SizeOflmage;

VirtualFreeEx(ProcessHandle, Module, 0, MEM_ RELEASE);

NewModule := VirtualAllocEx(ProcessHandle, Module, Size,
MEM_COMMIT or MEM_RESERVE,

PAGE _EXECUTE READWRITE);

WriteProcessMemory(ProcessHandle, NewModule, Module, Size,
BytesWritten);

CreateRemoteThread(ProcessHandle, nil, 0, EntryPoint, Module, 0, TID);

end;
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procedure TForm1.Button1Click(Sender: TObject);

var

StartupInfo: TStartuplnfo;
ProcessInfo: TProcessInformation;

begin

FillMemory(@Startuplnfo,SizeOf(StartupInfo),0);

StartupInfo.cb:=SizeOf(StartupInfo);

CreateProcess(nil, 'notepad.exe', nil, nil, False, 0, nil, nil, StartupInfo,
ProcessInfo);

Inject(ProcessInfo.hProcess, @ injectcode);

end;
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CreateProcess(nil, 'notepad.exe', nil, nil, False, 0, nil, nil, StartupInfo,
ProcessInfo);

Jis 2 4dues 4S Winlogon L Svchost b Explorer b Jlad (sla 4 g 13 ) 90 50
025 438 MB 4S5 i )l 55 o p g N Dy pm 3 5 o (358 X 4y (5 )8 it | el
LS saldid L) Jata (52 5 o) oy (51 g

function PidProcesso(NomeProcesso: string): LongWord;
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procedure UninjectDIl(dllname : String; PID : Integer);
var

hProc : Cardinal;

hSnap : Cardinal;

module : moduleEntry32;

modstring : String;

hModule : PByte;

hremThread : Cardinal,;

begin

hSnap := CreateToolHelp32Snapshot(TH32CS SNAPMODULE,PID);
module.dwSize := sizecof( MODULEENTRY32);

If Module32First(hSnap,module) = True then begin



While Module32Next(hSnap,module) do begin
If module.szModule = dllname Then begin
hModule := module. modBaseAddr;
end;
end;
end;
hProc := OPenProcess(PROCESS ALL ACCESS,false,PID);
CreateRemoteThread(hProc,nil,0,
GetProcAddress(GetModuleHandle('Kernel32.d11"),
'FreeLibrary'),hModule,0,hremThread);
CloseHandle(hProc);
CloseHAndle(hSnap);
end;
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